
Assembly 
 
  Assembler converts each Assembly instrucƟon to 16-bit opcode 
InstrucƟon Operands Flags Result  

Extend 
SXTH Rd, Rm Rd = SignExt(Rm[7:0]) 1 0 1 1 0 0 1 0 0 0 X X X X X X 

 

SXTB Rd, Rm Rd = SignExt(Rm[15:0]) 1 0 1 1 0 0 1 0 0 1 X X X X X X 
 

UXTH Rd, Rm Rd = ZeroExt(Rm[7:0]) 1 0 1 1 0 0 1 0 1 0 X X X X X X 
 

UXTB Rd, Rm Rd = ZeroExt(Rm[15:0]) 1 0 1 1 0 0 1 0 1 1 X X X X X X 
 

Reverse 
REV,     
REV16,     
REVSH     

Branch (Store current PC in LR=> Return BX LR) 
B(C)(L)label 1 1 1 0 0 X X X X X X X X X X X 

 

1 1 0 1 X X X X X X X X X X X X 
 

BL is 32 bits!! See later 
B(L)X Rm 0 1 0 0 0 1 1 1 0 X X X X 0 0 0 

 

<Without L, With> 0 1 0 0 0 1 1 1 1 X X X X 0 0 0 
 

PROC/ENDP FUNCTION / ENDFUNC, for debugger only, mark start&end 
Stack (Can handle LR&PC) LIFO Lowest register stored first (lowest address) 

PUSH {registers}  1 0 1 1 0 1 0 LR X X X X X X X X 
 

POP {registers}  1 0 1 1 1 1 0 PC X X X X X X X X 
 

Processor State 
BKPT,     
CPS,     
MRS / MSR Rd, ASPR / ASPR, Rn Rd = APSR / APSR = Rn, 32bit opcode 
SVC     

Hint / SynchronizaƟon 
SEV,     
DMB,            X X X X X X X X 

 

DSB,     
ISB     
WFE,     
WFI,     
YIELD     

No OperaƟon 
NOP     

Compare, only flags affected! 
CMP Rn, Rm/imm8 N, Z, C, V  SUBS 0 1 0 0 0 0 1 0 1 0 X X X X X X 

0 1 0 0 0 1 0 1 X X X X X X X X 
0 0 1 0 1 X X X X X X X X X X X 

 

CMN Rn, Rm N, Z, C, V  ADDS 0 1 0 0 0 0 1 0 1 1 X X X X X X 
 

TST Rn, Rm N, Z  Logical AND 0 1 0 0 0 0 1 0 0 0 X X X X X X 
 

 

WriƩen black Flags are SET, reds are CLEARED Only low registers(0-7)! OPCODE, EXT 
InstrucƟon Operands Flags Result Bits 

MOVE 
MOV Rd, Rm  Rd = Rm 0 1 0 0 0 1 1 0 X X X X X X X X 

 

MOVS Rd, Rm/#imm8 N,Z; V Rd = Rm 0 0 0 0 0 0 0 0 0 0 X X X X X X 
 

EQU MY_CONST8 EQU 0x12 => not stored in memory;; ^imm8 0 0 1 0 0 X X X X X X X X X X X 
 

Load/Store (Can handle SP, PC, LR) (offset /4 = imm8) 
LDR literal Rt, [#imm8] ; = for bigger val Rt = @(PC+imm) 0 1 0 0 1 X X X X X X X X X X X 

 

imm = imm8*4, offset always in words, align PC to next word PSEUDO POSSIBLE 
LDR imm5 Rt, [Rn, #imm5]  Rt=@(Rn+imm) 0 1 1 0 1 X X X X X X X X X X X 

 

LDR register Rt, [Rn, Rm]  Rt=@(Rn+Rm) 0 1 0 1 1 0 0 X X X X X X X X X 
 

LDR(B110/H101) Same as LDR but only loads first byte/h.word, rest is filled with 0, no literal 
LDR(SB011/SH111) Instead of 0 extend, it extends signed, meaning it extends with MSB 
LDM Rn{!}, {Rlist} StarƟng address in Rn, !=auto incr. 1 1 0 0 1 X X X X X X X X X X X 

 

Loads 32-bit words from Rn into all entries in Rlist in order, ! is required if Rn in Rlist 
STR offs. Rt, [Rn, #imm5]  @(Rn+imm) = Rt 0 1 1 0 0 X X X X X X X X X X X 

 

STR register Rt, [Rn, Rm]  @(Rn+Rm) = Rt 0 1 0 1 0 0 0 X X X X X X X X X 
 

STRB(010)/STRH(001) Load only first Byte/Half word. NO zero extend offsB(011|1|0)H(1000|0) 
STM Rn{!}, {Rlist} Stores Rlist into Rn, “Reverse” LDM 1 1 0 0 0 X X X X X X X X X X X 

 

DC(B/W/D) Store Byte,Half-word or Word in Memory => myLit DCD 0xFFEEDDCC 
Add, Subtract, MulƟply 

ADD Rdn, Rm  Rdn = Rdn + Rm 0 1 0 0 0 1 0 0 X X X X X X X X 
 

ADDS Rd, Rn, Rm/#i3 N, Z, C, V Rd = Rn + Rm/imm3 0 0 0 1 1 0 0 X X X X X X X X X 
 

ADDS imm8 Rd, #imm8 N, Z, C, V Rd = Rd + imm8 0 0 1 1 0 X X X X X X X X X X X 
 

ADCS Rdn, Rm N, Z, C, V Rdn = Rdn + Rm + C 0 1 0 0 0 0 0 1 0 1 X X X X X X 
 

SUB SP, SP, #imm7*4  SP = SP – imm7 1 0 1 1 0 0 0 0 1 X X X X X X X 
 

SUBS Rd, Rn, Rm/#i3 N, Z, C, V Rd = Rn – Rm/imm3 0 0 0 1 1 0 1 X X X X X X X X X 
 

SUBS imm8 Rdn, #imm8 N, Z, C, V Rdn = Rdn – imm8 0 0 1 1 1 X X X X X X X X X X X 
 

SBCS Rdn, Rm N, Z, C, V Rdn = Rdn – Rm – NOT(C) 0 1 0 0 0 0 0 1 1 0 X X X X X X 
 

RSBS Rd, (Rn), #0 N, Z, C, V Rd = #0 - Rn 0 1 0 0 0 0 1 0 0 1 X X X X X X 
 

MULS Rdm, Rn, Rdm N, Z, C, V Rdm = Rn * Rdm 0 1 0 0 0 0 1 1 0 1 X X X X X X 
 

Logical 
ANDS Rdn, (Rdn), Rm N, Z Rdn = Rdn & Rm => AND 0 1 0 0 0 0 0 0 0 0 X X X X X X 

 

EORS Rdn, (Rdn), Rm N, Z Rdn = Rdn $ Rm => XOR 0 1 0 0 0 0 0 0 0 1 X X X X X X 
 

ORRS Rdn, Rdn, Rm N, Z Rdn = Rdn # Rm => OR 0 1 0 0 0 0 1 1 0 0 X X X X X X 
 

BICS Rdn, Rdn, Rm N, Z Rdn = Rdn & !Rm => Clear 0 1 0 0 0 0 1 1 1 0 X X X X X X 
 

MVNS Rd, Rm N, Z Rd = !Rm => Bitwise NOT 0 1 0 0 0 0 1 1 1 1 X X X X X X 
 

ShiŌ and Rotate (LSLS C is unaffected if imm5 = 0, LSRS&ASRS not allowed) (for Rm bits) 
LSLS (shiŌ) Rdn, Rdn, Rm N, Z, C Rdn leŌ, fill with 0 0 1 0 0 0 0 0 0 1 0 X X X X X X 

 

LSRS (shiŌ) Rdn, Rdn, Rm N, Z, C Rdn right, fill with 0 0 1 0 0 0 0 0 0 1 1 X X X X X X 
 

ASRS (shiŌ) Rdn, Rdn, Rm N, Z, C Rdn right, fill with MSB 0 1 0 0 0 0 0 1 0 0 X X X X X X 
 

ALL ABOVE^ Rd, Rm, #imm5 N, Z, C Do operaƟon by imm5 bits 0 0 0 0 0 X X X X X X X X X X X 
 

RORS Rdn, Rdn, Rm N, Z, C cyclic rotate right  0 1 0 0 0 0 0 1 1 1 X X X X X X 
 



  Cortex 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
  

Core Registers: 16 Core Registers each 32-bit 
wide. Low R0-R7, high R8-R12, Stack pointer 
R13(LIFO for temporary data storage), Link Regis-
ter R14(return address during funcƟon call), Pro-
gram Counter R15(Address of next instrucƟon) 
ArithmeƟc Logic Unit: 32-bit wide does: Integer 
arithmeƟc, logic operaƟons and shiŌ/rotate 
Flag-Register APSR: Bits based on results in ALU 
Control Unit: Directs the flow of data between 
registers, ALU, memory, and I/O. InstrucƟon Regis-
ter (IR) = current opcode. Generates control signal 
Bus Interface: Interface between int and ext. bus  

 
Memory Alignment: Word=Every 4,Half=Every 2B 

 

 

 
 

Shortcut that assembler trans-
lates. LDR R0, =0x12345678 
Assembler creates literal pool in 
code secƟon, typically at the 
end. EQU values with =CONST or 
#for MOVS. Load DCD values 
with myLit (=myLit loads add) 

 

Address space for CT board is 4 GB, each block 512 MB 
SRAM: Used for stack, heap, and global variables. 
Flash: NonvolaƟle slower memory 
CCM Ram: Core coupled very fast RAM 
Alias: special memory mapping that lets you access in-
dividual bits as if they were 32-bit words, mainly for 
atomic bit operaƟons. 

 

 

 

 

 

 

 

 

Only  interpretaƟon changes 

 

  

Same size=>Unsigned, Different Size=>Signed if 
larger and can hold all values of smaller unsigned 

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
  

Flag CondiƟon 
(N) NegaƟve MSB == 1 
(Z) Zero All bits == 0 
(C) Carry - add: carry out = 1 

- sub: no borrow = 1 
(V) Overflow - add: (op1[31] == op2[31]) && 

(res[31] != op1[31]) 
- sub: (op1[31] != op2[31]) && 
(res[31] != op1[31]) 

 

 
For signed(ArithmeƟc): MI, PL, VS, VC, GE, LT, GT, LE 

 

 

 

 

 

 
BC: Range for 8bit signed address from PC=>−256 
to +254 Bytes of space because each instr.=>2 Byte 
B:  −2048 to +2046 Bytes, same reason as above 
BL: Two coupled 16Bit InstrucƟons, +-4MB Range

 
B(L)X: Jump to register address=>32bit address 
range=>Absolute(indirect(address in mem(reg) not 
in instrucƟon) jump=>Not “movable” 

Lowest add + number of Bytes -1 = highest addr. 
LiƩle: LSB lower address Big: LSB higher addr. 
Board uses LiƩle, but wriƩen human code is Big 

31-28, 27-24, 23-20, 19-16 
15-12, 11-8, 7-4, 3-0 

Hex Binary Decimal 
0 0000 0 
1 0001 1 
2 0010 2 
3 0011 3 
4 0100 4 
5 0101 5 
6 0110 6 
7 0111 7 
8 1000 8 
9 1001 9 
A 1010 10 
B 1011 11 
C 1100 12 
D 1101 13 
E 1110 14 
F 1111 15 

 

Preprocessor: .c=>.i Handles #instr., copies .h into 
source, removes comments, handles macros 
Compiler: .i=>.s Translates into Assembly, gener-
ates pseudo instrucƟons, opƟmizaƟons like Regis-
ter AllocaƟon, Loop unrolling, Constant Folding 
Assembler: .s=>.o Turns into Binary File, Instruc-
Ɵon SelecƟon, Creates Literal pool (for pseudo) 
Linker: all .o=> single .axf, calculates final abso-
lute addresses(before blank), Remove unused 

 

 

ExecuƟng: Current InstrucƟon X De-
coding: Next X+2, invisible reg Fetch-
ing: X+4  PC points to this 
Alignment Rule: clears last 2 bits, be-
fore offset  

Upper 32-bit are lost. For bigger: 
Separate A,B into hi and lo parts. A*B 
P1=lo*lo;P2=hi*lo;P3lo*hi;P4=hi*hi 
P2&3: Split into lower and upper 
halves: Lower P<<16, Upper P>>16 
AŌer spliƫng up: ADDS P1+Lower 
ADCS P4+Upper, Then Result in P1&4 

 



                        Subroutines 
 

 

 
 

Order: It always writes & reads data from lowest addr. to lowest reg 

 

  
Stack base: IniƟal Main Stack Pointer (MSP) value, loaded via HW 
before execuƟon starts, located at Vector Table entry 0x00000000, 
then reads 0x00000004 => loads into PC. Above garbage or reserved 
space => Hard fault=>PUSH the current state onto the stack. If your 
SP is already "broken" => Death Loop. Stack-limit < SP < stack-base 

SubRouƟne: Fragment to which control can the 
transferred. RouƟne caller=>SubrouƟne callee 
Procedure returns no result FuncƟon does 
Structure: Label with name, returns with BX LR 

 

How subrouƟnes can be separately wriƩen, 
separately compiled, and separately assembled 
to work together => contract between a calling 
rouƟne (caller) and a called rouƟne (callee) 

 

 
Scratch: Hold intermediate value during calcula-
Ɵon, usually not named, limited lifeƟme 
Variable: local to a rouƟne, and oŌen named in 
the source code, oŌen R8-11 
Return: Word or smaller R0, Double-Word 
R0/R1,128-bit R0-R3 with LSW stored lower 

 
 

 

 



                                         Modular Programming  

 
High Cohesion: Group together what belongs => 
each module single task, lean external interface 
Low Coupling: LiƩle dependencies=>split up

 
Divide and conquer: ParƟƟon funcƟonality into 
manageable chunks => Hierarchical design 
InformaƟon hiding: Split interface from implemen-
taƟon=>freedom, dont disclose unnecessary details 

Module Interface: .h defines what funcƟonality is 
available to the client of the code 
Module ImplementaƟon: .c Implement Interface 
TesƟng & Usage: Modules can be tested individu-
ally IF designed correctly => they should be de-
signed to be reused from the start 
ParƟƟoning: Modular Programming(Source code 
base is split into mulƟple files), Each source file de-
fines a module=>gets translated into one object file 
C ImplicaƟons: C declaraƟons and definiƟons, 
Header files to share commonly used declaraƟons 
Challenge: Require concept where Types, funcƟons 
and variables may be defined in other modules 
than where they are used, Consistency of types, 
funcƟons and variables is maintained across mod-
ule boundaries SoluƟon Declared-before-used, 
One-definiƟon-rule 
 

DeclaraƟon: Specifies how a name can be used

 
DefiniƟon: Where a funcƟon is given with its body, where memory is 
allocated for a variable, A struct type with its members 

 
Names declared before use: Each name must be declared before it 
can be used, a definiƟon is also a declaraƟon=> May leads to repeat-
ing declaraƟons

 
One-definiƟon-rule: A variable or funcƟon may be declared mulƟple 
Ɵmes, but only once in the same scope 
Header Files: Use a single header file instead of duplicaƟng declara-
Ɵons =>Maintains consistency over Ɵme 

 

The global name can be  externally  or internally available for use in any 
modules => funcƟon or variable => If neither => No Linkage 

 

 

 

 



                Linker 
  

Merge: object files data secƟons(place all data sec-
Ɵons of the individual object files into one data 
secƟon of the executable file), object file code sec-
Ɵons (Place all code secƟons of the individual ob-
ject files into one code secƟon of the exec file) 
Resolve: used external symbols=> Search missing 
addresses of used external symbols 

 
Relocate addresses: Adjust used addresses since 
merging the secƟons invalidated the original ad-
dresses. The linker places the secƟons depending 
on the target system, the given command line argu-
ments and the scaƩer file (if given). new value = 
global base + merge offset + module relaƟve offset 

 

 

References: Imported symbols from assembly code 
translate to global reference symbols in the object file 
Global: Exported symbols from assembly code translate 
to global symbols in the object file 
Local: Internal symbols from assembly code translate 
to local symbols in the object file

 

 

 

Contain all compiled data of module 
Code secƟon: Code and constant data of the module, 
based at address 0x0 
Data secƟon: All global variables of the module, 
based at address 0x0 
Symbol table: All symbols with their aƩributes like 
global/local, reference, etc. 
RelocaƟon table: Which bytes of the data and code 
secƟon need to be adjusted (and how) aŌer merging 
the secƟons in the linking process 
Executable and Linkable Format: ELF is used by ARM 
tool chain, includes all above and addiƟonal 

 

 

 
 

If the program is loaded before 
execuƟon (by a loader of the 
hosƟng operaƟng system), 
there might sƟll be 1. Unre-
solved symbols for linking with 
shared (dynamic linked) librar-
ies 2. A relocaƟon table to 
move the program/data to 
fixed locaƟons AXF = ARM eXe-
cutable  
Code secƟon: Code and con-
stant data of the program 
Data secƟon: global vars of the 
program 
Symbol table: All symbols with 
their aƩributes like global/lo-
cal, etc. 

Tool chain: View (Set of tools 
that is required to create from 
source code an exec for given 
env), NaƟve (Builds for same 
architecture as it runs), Cross 
compilaƟon (Another architec-
ture, e.g. Keil) 
Libraries: CollecƟon of object 
files, May speed up linking(pre-
pared sorted symbol table), 
may smaller code(only really 
needed parts), interchangea-
ble, StaƟc (Executable is com-
pletely linked with a staƟc li-
brary at link Ɵme => self-con-
tained), Dynamic/Shared ( 
Needs other libraries at run 
Ɵme=>smaller exec, version!!) 
Debugging: Single step-
ping(HW or SW supported), 
Source level needs mapping 
between machine addr and 
mem locaƟon, code lines/type 



  Control Flows  

 

 

Sudden change of program flow due to an event => 
no busy wait & short reacƟon Ɵmes but no sync be-
tween main program and IRS and difficult debug Priority Levels define whether A can preempt(inter-

rupt) B. Priority saved as 4bit(lower=>more) 

 

 

 

Nested Vectored Interrupt Controller (NVIC): 240 
sources can trigger excepƟon  high level signal on 
IRQx, Forwards respecƟve excepƟon number to CPU 

 
Vector Table: array of 32-bit addresses. These  addr-
esses are the starƟng points (vectors) for excepƟon 
handlers and Interrupt Service RouƟnes (ISRs) 
Storing the Context: Interrupt event can take place 
at any Ɵme => requires saving of all registers and 
FLAGS=>ISR Call does this for xPSR, PC, LR, R12, R3-
0. On return Load EXC_RETURN into PC(BX LR), 
which pops above from stack (or manually pop to 
PC if LR has been pushed) 

 

System ExcepƟons: Reset(Restart of Processer), 
Non-maskable Interrupt(NMI=> CondiƟon can’t be 
ignored, e.g. hardware error), Faults (undefined in-
strucƟons, unaligned access), System Level Calls(OS) 

 

 

PRIMASK: Priority Mask Register, it uses a single bit 
to control all maskable interrupts. Default state is = 
0 => all globally enabled=>Master switch 
Masking: Telling CPU to ignore Interrupts 

 

 

ExcepƟon States: InacƟve, pending 
(WaiƟng to be served by CPU), Ac-
Ɵve(acƟvely served by CPU), AcƟve 
and Pending(From same source) 

 

 
Pending registers can be set, but ac-
Ɵve are read-only 

 



 

 

 

 
CMSIS: Cortex Microcontroller SoŌware Interface 
Standard, Vendor-independent hardware abstrac-
Ɵon layer for Cortex-M, defines tools for C 

 

Data structure must not be changed during output 
=>Disable Interrupts during output=>MulƟtasking 
problem 

 

 
 



   Performance      System Performance 
  

RISC: Few instrucƟons, unique instrucƟon format, 
Fast decoding, simple addressing, less hardware al-
lows higher clock rates, more chip space for regis-
ters (up to 256!), Load-store architecture reduces 
memory accesses, CPU works at full-speed on regis-
ters, fixed length instrucƟons 
CISC: One of the operands of an instrucƟon may di-
rectly be a memory locaƟon, less program memory 
needed with complex instrucƟons=>faster memory 
Modern  x86 CPUs convert instrucƟon  
 

 
 

 

 

 
Branch Forwarding & SpeculaƟon: speculaƟon to guess the 
path and minimize the penalty if it must flush the pipeline and 
start over. If the Execute stage calculates a value that the next 
instrucƟon in the Decode stage needs immediately, "forward-
ing" allows the data to be passed directly backward without 
waiƟng for it to be wriƩen to memory and read back out. 
Timings: Fetch (3ns), decode (4ns), execute  (5ns) 

 
InstrucƟons per second: W/O pipeline 1/InstrucƟon delay, 
with pipeline 1/Max stage delay, Cortex 1/12 or 1/5 
Advantages: All stages are set to the same execuƟon Ɵme, 
massive performance gain, Simpler hardware at each stage al-
lows for a higher clock rate Disadvantages A blocking stage 
blocks whole pipeline, MulƟple stages may need to have ac-
cess to the memory at the same Ɵme Stall happens if instruc-
Ɵon takes longer like LDR or branch jump decision Branch pre-
dicƟon=> Store last taken branch InstrucƟon prefetch: Fetch 
several at once but maybe out of order execuƟon=> If one like 
LDR stalls it might already go to next one=> Complex OpƟmiza-
Ɵons=> severe security problems=>Meltdown/Spectre At-
tack=> allow a process to access the data of another process. 
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