ARMV6-M / CORTEX-MO => Each Instruction 16-bit
Written black Flags are SET, reds are CLEARED OPCODE, [#4
Ssem g
Instruction Operands Flags Result Bits
ARMv6-M / CORTEX-MO / THUMB-1(LR LSB=1 always) MOVE
Assembler converts each Assembly instruction to 16-bit opcode MOV Rd. Rm Rd = Rm | X X X XXX
Instruction Operands Flags Result MOVS Rd, Rm/#imm8 N.Z; V Rd = Rm B0 o/o]o]o[XXXiKX]
: Extend EQU MY_CONST8 EQU 0x12 => not stored in memory;; Aimm8 \
SXTH =' Rm Rd = S!gnExt(Rm[7.0]) CIIENE o/ X[xx Load/Store (Can handle SP, PC, LR) (offset /4 = imm8)
D BAAM - zeoealmio) ot ieral_| I Vi - forbiggeral [ 1t - @(PCeimm)_____ I
UXTB .’ Rm Rd : Z::int(R:[lé'O]) 50 1 o IR imm = imm8%*4, offset always in words, align PC to next word PSEUDO POSSIBLE
‘ e LDRimm5 Rt [Rn, #imm5] Rt=@ (Rn+imm) I < X XX < XIXIR
REV, LDR register ., [Rn, Rm] Rt=@(Rn+Rm) 100 \
REV16 LDR(2110/H101) Same as LDR but only loads first byte/h.word, rest is filled with O, no literal
REVSH' LDR(SB011/SH111) Instead of 0 extend, it extends signed, meaning it extends with MSB

B(C)(L)label
B(L)X Rm
PROC/ENDP FUNCTION / ENDFUNC, for debugger only, mark start&end

BL is 32 bits!! See later
<Without L, With> EIEY X x[x[x[o[o[o]| STR offs. l, [Rn, #imm5] @(Rn+imm) = Rt \ \

Stack (Can handle LR&PC) LIFO Lowest register stored first (lowest address)

LDM Rn{!}, {-} | Starting address in Rn, !=auto incr.

Loads 32-bit words from Rn into all entries in Rlist in order, ! is required if Rn in Rlist

I XK

STR register R, [Rn, Rm] @(Rn+Rm) = Rt oo o3 X]
STRB(010)/STRH(001) Load only first Byte/Half word. NO zero extend offsB(011|1|0)H(1000|0)

PUSH { } 0/1/0LR STM Rn{!}, {Rlist} Stores Rlist into Rn, “Reverse” LDM  [Z]jo]ojolx]x]x B XXX
POP {registers} DC(B/W/D)  Store Byte,Half-word or Word in Memory => myLit DCD OxFFEEDDCC
Processor State Add, Subtract, Multiply
BKPT, ADD Rdn, Rm Rdn = Rdn + Rm oo 2 RIX X X XX XIX|
CPs, ADDS Rd, Rn, Rm/#3  N,Z,C,V  Rd=Rn+Rm/imm3 o110 o R
MRS / MSR Rd, ASPR / ASPR, Rn Rd = APSR / APSR = Rn, 32bit opcode ADDS imm8  Rd, #imms N,Z,C,V Rd=Rd+imm8 BRJRIKIIX] [ X x[x [x]
SVC ADCS Rdn, Rm N,Z C,V Rdn=Rdn+Rm+C [olo]o [EEMREY x| xx XX
Hint / Synchronization SUB SP, SP, #imm7*4 SP =SP—imm7 ‘ 14
SEV, SUBS Rd, Rn,Rm/#i3  N,Z,C,V  Rd=Rn-Rm/imm3 111 0N X
DMB, [TTTTTTT XIXIX[x]x]x]x]x]| SUBS imm8 -, #imm8 N,Z C,V Rdn=Rdn-imm8 11
DSB, SBCS Rdn, Rm N,Z C,V  Rdn=Rdn—Rm—NOT(C) [o]o /o HFIEIR X
ISB RSBS Rd, (Rn), #0 N,Z, C,V Rd=#0-Rn [olo /o FRYRIRY X x[x X[x]
WFE, MULS Rdm, Rn,Rdm N,z C,V  Rdm=Rn * Rdm [olo /o FYENRY XXX XX]
WFHI, Logical
YIELD ANDS Rdn, (Rdn),Rm N,z Rdn = Rdn & Rm => AND [olo o BERIR X X [x X[X]
No Operation EORS Rdn, (Rdn),Rm N,z Rdn = Rdn $ Rm => XOR [o/o]o PIEXREN x| x |x ||
NOP ORRS Rdn, Rdn, Rm N, Z Rdn = Rdn # Rm => OR [olo o FYENAE XXX X[X]
Compare, only flags affected! BICS Rdn, Rdn, Rm N, Z Rdn = Rdn & !Rm => Clear \ 111/0 X]
X MVNS Rd, Rm N, Z Rd = IRm => Bitwise NOT [o]o]o FTERENEY XXX XX

X

Shift and Rotate (LSLS C is unaffected if imm5 = 0, LSRS&ASRS not allowed) (for Rm bits)

cMP RA, Rm/imm8  N,ZC,V SUBS 1010
0 148
[0 R X | X | X[X|X

X
X
XIX|X[X

X a 5 .
LSLS (shift)  Rdn, Rdn, Rm N,z C Rdn left, fill with 0 \ \ x|
CMN Rn, Rm N,z CV ADDS LSRS (shift)  Rdn, Rdn, Rm N,z C Rdn right, fill with 0 \ | X|

TST RA, Rm N, Z Logical AND

ASRS (shift)

RORS , Rdn, Rm N,Z C cyclic rotate right \ o1 1/1 B

Rdn, Rdn, Rm N,z C Rdn right, fill with MSB \ | X]
ALL ABOVEA  Rd, Rm, #imm5 N, Z,C Do operation by imm5 bits Y < x[x X [x (XX XX




CcrPU

Core Registers: 16 Core Registers each 32-bit
wide. Low RO-R7, high R8-R12, Stack pointer
R13(LIFO for temporary data storage), Link Regis-
ter R14(return address during function call), Pro-
gram Counter R15(Address of next instruction)
Arithmetic Logic Unit: 32-bit wide does: Integer
arithmetic, logic operations and shift/rotate
Flag-Register APSR: Bits based on results in ALU
Control Unit: Directs the flow of data between
registers, ALU, memory, and 1/O. Instruction Regis-
ter (IR) = current opcode. Generates control signal
Bus Interface: Interface between int and ext. bus

Core Registers

~|O| 1D W= O

9

A DA 11170170|70|170|0[ 200|700

0
1
2

SP (R13)
LR (R14)
PC (R15)

Control Unit

—

e

Address

Bus Interface

Data

Memory Alignment: Word=Every 4,Half=Every 2B

RO
R{
R2
Low Registers{ —R3—|
RS
R6
L[—rr
R9
High Registers | R10
RA{
R

L 2
Stack Pointer P (R13

Link Register
Program Counter

PC (R15)

Data Transfers

Register to 0x2000’ 0000
Register

Code

Loading
Literals

Loading
Data

0x2002' FFFF

Data

:|> Stack

Implicit Casts(Integer Promotion=>Rank)

Same size=>Unsigned, Different Size=>Signed if
larger and can hold all values of smaller unsigned

Expression Type Evaluation
0==0U unsigned 1
-1<0 signed i
-1<0U unsigned 0
2'147'483'647 > -2'147'483'647 - 1 signed 1
2'147'483'647U > -2'147'483'647 — 1 unsigned 0
2'147'483'647 > (int) 2'147'483'648U signed 1
-1>-2 signed 1
(unsigned) -1 > -2 unsigned 1

Memory Map
Address space for CT board is 4 GB, each block 512 MB

SRAM: Used for stack, heap, and global variables.

Cortex

Object File Sections

Pseudo Instruction
Shortcut that assembler trans-
lates. LDR RO, =0x12345678

Flash: Nonvolatile slower memory = CODE 1 P Assembler creates literal pool in
CCM Ram: Core coupled very fast RAM « Read-only - RAM or ROM . & |code section, typically at the
. . . -~ . . —— = )
Alias: special memory mapping that lets you access in ILrjstrulchzns (opcodes) z |end. EQU values with =CONST or
P . . . . .
dividual bits as if they were 32-bit words, mainly for DA':ZraZ)S S € | 4or MOVS. Load DCD values
. . . | |
atomic bit operations. * Read-write > RAM 0x2000+000 with myLit (=myL|t loads add)
X assembly code as written ccode generated
0x0000700001 g 4o /777 0xo0c0 0000 |+ Global variables ] £ [ et
2MB alias : : f 1 i e
* static variables in C
ox1rrr rrep|  (DOOY) 107/ — . Hean CopE || 2
reserved eap In C > malloc() DATA Literal Poof at end of code block [DCD  0x20000012
0x2000'0000 : 0x0800'0000
on-chi = STACK STACK :
P 2MB|  flash - Readanrit - R Arrays in Assembly
Ox3FFF'FFFF RAM 0xX0BAFEEER eac-write | — byte array
reserved * Function calls / parameter passing =
0x4000'0000 y " Literal: a fixed/constant val DCB OxAA, 0xBB, 0xCC, 0xDD
ST 64KB| CCM RAM 8ﬂ888 -%%,_.Q% * Local variables and local constants .n‘ ::”:e ‘;,Ze””s anvalue DCB OXEE , OXFF
eripherals miscellane | 0x1001 10000 cbalvars, DATA,
0x5FFF' FFFF| PEMP S . rrr rrrr | [ — e chatvase, mam R?::I:m word array DCD  OxFFEEDDCC
0x6000'0000 CTb d . . g‘iﬁﬁf;r mc:o oiooozoooo DCD OxBBAA9988
oar uint32_t g _noinit var; static_local_var DCD  0x00000000 DCD 0x77665544
I/0 DCD 0x33221100
Ox7FFF'FFFF 0x2000'0000 const uint32_t g_const = OxDDEEFF00; —> FEES LR, PRy B =
0x8000'0000 . . . g_const DCD Oxddee£f£00 address index
112kB| SRAM1 void show_variables (void)
{ B ’ o
Ox9FFF ' FFFF 0x2001 'BFFF pHEREE e A:u M::‘-’:;e:m e 0x2001’ 0000 0xCC | ]
x | w_vari.
s e [ 16KB| SRAM2 |0%2001'C000 const uint32_t local const = = 0xDD )}
0xA000'0000 external 0%x2001 ' FFFF 0x7261504F; B OxEE
0x2002'0000 static uint32_t static_local_var; 112; 323 g";is;iz(‘)_f’ OxFF J
i xdde 2
OxBFFF'FFFF memory 64KB| SRAM3 local_var = OxDAESF607; 0x2001’0004 0x88
o000l T 0x2002'FFFF 0x99
0xC000'0000 0x2003'0000 || if possible. E.g. if you use the address operator (&) OxAA 1
on a local variable it will be allocated on the stack.
0xBB ]
OxDFFF'FFFF resenved Stack 0x2001’0008 0x44 ]
0xE000 0000 Cortex-M ¢ Stack Area (Section) Continuous area of RAM g:gg r2
oxFFFF FrEF| PEMPherals ox3FFF'FFFF |° Stack Pointer (SP)  R13 - points to last written data value 0x77
X. —
* PUSH{...} Decrement SP and store word(s) 0x2001’000C 0x00
* POP{..} Read word(s) and increment SP gx;; L 3
* Direction on ARM "grows" from higher towards lower 0x2001’ 000F 0:33
=TT —TTel 1o addresses - full-descending stack =
E IE o % 2 “Z’) = ° A"gnment Stack Operations are Ld-allgn_ed element address = base address + element size * index
31|13
3 g °1EEL IB]I° 0x0000' 0000 : : e C
2 2llz| |2 -
=l 3 Stack-limit — nteger casting in
o [=2=] o o o o o o o o
5 %% %% & 5 5 5 3 & free h Only interpretation changes
784 88 S 88 888 Stack Pointer ——> Stack Area | 9OV : P
] &d o o 8 o & o oo inter e of stack Extension: 4Bit > 8 Bit
" é el é é é é; S') é .?- é p * Unsigned - Zero Extension
5 85 88 & E8 £88 Stack-base [ - [ [ -
m— OXFFFF'FFEF
unsigned char 8 Bit uint8_t n * Signed -> Sign Extension
e o e e nteger Vi' ues bf‘:fd on WOfdd size. (i forT] .
-bit X nsigne igne -bit X nsigne igne
unsigned int 32 Bit Word uint32_t : CxeDO ! Sg ¢ nge ' 0x0e‘:oo ! sg ¢ sgoe \/ \’/
unsigned long 32Bit Word uint32_t e 3 I coe A Truncation: Reduce number of digits
x7 127 1767 A L
unsigned long long 64 Bit Double-word uint64_t 0x80 128 -128 321768 Unz?;::: me—lfﬂn:“:;::j;gl(()speration
e o mERE mHE e e R s i 33008
short 16 Bit Half—word intlé t 0x0000 0000 (
int 32Bit  Word int32_t 000 Signed -> possible change of sign!
28t wor intaz_¢ ek e e
long 1°ng 64 Blt Double-word int64_t int32_t y = (int32_t) sx; OxFFFFCFC7 > -12'345




Flags & Conditional Branches

Flag Condition
(N) Negative MSB ==
(2) Zero All bits ==
(C) Carry -add: carryout =1
- sub: no borrow =1
(V) Overflow - add: (op1[31] == op2[31]) &&

(res[31] != 0p1[31])
- sub: (op1[31] != 0p2[31]) &&
(res[31] != 0p1[31])

Overflow

m” 71

[ ]

LSB

cond short Flag cond short Flag

0000 EQ Z== 1000 HI C==1andZ==
0001 NE Z== 1001 LS C==00rZ==1
0010 CS/HS C== 1010 GE N ==

0011 CC/LO C== 1011 LT Nl==V

0100 Ml N == 1100 GT Z==0and N ==
0101 PL N==0 1101 LE Z==1orNI=V
0110 VS V== 1110 AL always

o111 VC V==0 M1 - -

For signed(Arithmetic): MI, PL, VS, VC, GE, LT, GT, LE

Negative Numbers (A —B = A + TC(B))

binary unsigned signed
signed  -by+2%+b, 22+ b 2! + by 2° Py 2-Compl.

0000 [T 0 0

unsigned +b;*23 + b, 22+ b 2! + b, 2° 0001 1 1

carry (C), 0010 2 2

15 1 unsigned 0011 3 3

0100 4 4

0101 5 5

0110 6 6

0111 7 a 7

1000 M

01004 1001 9 -7

1010 10 -6

1011 1 -5

1100 12 -4

1101 13 -3

5 1110 14 ED)

overflow [ 1111 15 =]

[0 B——

- 2 Complement

[a-a=0 o a+0C@)+1=0 —a=0C(a)+1=TC(a)

1111 2080 0001

0OC(a) is the bit-wise
inverse of a

1111
- 0101

0000

0C(0101) = 1010

-5d = TC(0101) =
1010 + 1 = 1011

OC: 1" complement
TC: 2 complement

Control Structures

int32_t nr; Assumey orin R1 . / \
s T $ 4l isPositive in R2
int32_t isPositive; // true
T, RL, #0x00 e
if (nr >= 0) { sm else \1{/59
isPositive = MOVS R2,#1 isPositive = 1
} end if
else { else
isPositive = Movs| R2,#0 | isPosiive = 0
} end if
sum = 0; MOVS R2,#0 e
do { loop ADDS R2,R2,R1
o 4 g » T o Rz 4100
} while (sum < 100); BLT  loop
. MOVS  R2,#1
prod = 1; B test
while (prod < 100) { loop
prod *= nr;
} test

MULS  R2,R1,R2
CMP R2,#100 >
loop

for (init-expr; test-expr;
body-block

init-expr;

while (test-expr) {
body-block
update-expr;

update-expr)

NR_CASES EQU 6

Jump Table

case_switch CMP R1, #NR CASES

uint32_t result, n; BHS  case_default

s
switeh ) | DR R, Syump cable
case 0: LDR R7, [R7, R1]
result += 17; BX R7
break; case_0 ADDS R2, R2, #17
'case 1: B end sw_case
result += 13; case_1 ADDS R2, R2, #13
//£all through NP case 35 s Rz‘:1 R2, #37
end_sw_case
EEEE S EEED 98 case_default MOVS RZ,EO -
result += 37; end sw_case o
break; -
default: jump_table DCD  case 0
result = 0; DCD case_1
I} DCD case_default

DCD  case 35
Assume: nin R1 DCD  case_default
resultin R2 DCD case 3 5

BC: Range for 8bit signed address from PC=>-256
to +254 Bytes of space because each instr.=>2 Byte
B: -2048 to +2046 Bytes, same reason as above
BL: Two coupled 16Bit Instructions, +-4MB Range

15 (R
[t1110fs] B HaH|

("]
imm10 imm1l ]

Il = NOT(J1 ECR S): I2 = NOT (J2 EOR 8)
<imm> = §:1I1:12:imml0:immll:0

LR = PC (LSB set to "'1°)

PC = PC + <immd>

B(L)X: Jump to register address=>32bit address
range=>Absolute(indirect(address in mem(reg) not
in instruction) jump=>Not “movable”

Memory Sections / Endian
Lowest add + number of Bytes -1 = highest addr.
Little: LSB lower address Big: LSB higher addr.
Board uses Little, but written human code is Big

From C to executable
Preprocessor: .c=>.i Handles #instr., copies .h into
source, removes comments, handles macros
Compiler: .i=>.s Translates into Assembly, gener-
ates pseudo instructions, optimizations like Regis-
ter Allocation, Loop unrolling, Constant Folding
Assembler: .s=>.0 Turns into Binary File, Instruc-
tion Selection, Creates Literal pool (for pseudo)
Linker: all .o=> single .axf, calculates final abso-
lute addresses(before blank), Remove unused

Program Execution

Load PC
memory addressing

Read start address from 0x0000'0004 and
load value into Program Counter (PC)

Place content of PC on address bus

Copy content of selected memory
address to Instruction Register (IR)

read instruction from memory
increment PC
execute instruction in IR

Fetch

PC=PC+2 "

Execute instruction in
instruction register (IR)

Execute

CT board I/0
f

on-chip I/O (peripherals)|

CT board with ST Discovery
external
memory
RAM/ROM

@
1]
=

buttons
[4=>| EDs

[<¢=—>|7Seg

*\_l

extension bus

on-chip memory
on-chip || on-chip

flash RAM
(ROM)

CPU
Cortex-M4

external
memory
interface

|
timer
UART
ADC
|7

o
o
[©)

t on-chip bus®)

STM32F429I Microcontroller

Conversion
31-28, 27-24, 23-20, 19-16
15-12,11-8,7-4, 3-0

Hex Binary
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111 15

Decimal

O | Nk WIN(FL|O

=
o

[EnY
[

=
N

[y
w

i
>

MM QOO > VWO NGO WAL WNRO

Multi-Word Addition

ADCS

95 64 63 32 31

+
+ ILN -
| [c] [ R2 ] [] [ R1 |
X/ RS

[Cl[Rrs
X/

; Operand A:
; Operand B:
; Result = A + B:

96-bit in R3 (MSW) ,R2,R1 (LSW)
96-bit in R6 (MSW) ,R5,R4 (LSW)
96-bit in R3(MSW) ,R2,R1 (LSW)

00000028 1909 ADDS R1,R1,R4
0000002A 416A ADCS R2,R2,R5
0000002C 4173 ADCS R3,R3,R6

Multiplication
Upper 32-bit are lost. For bigger:
Separate A,B into hi and lo parts. A*B
P1=lo*lo;P2=hi*lo;P3lo*hi;P4=hi*hi
P2&3: Split into lower and upper
halves: Lower P<<16, Upper P>>16
After splitting up: ADDS P1+Lower
ADCS P4+Upper, Then Result in P1&4

unsigned signed
0101 * 1101 0101 * 1101 c
00001101 § 3 11111101 ¢ §
00000000 £ 00000000 5&
00001101 ﬁg 11111101 § E
00000000 g5 00000000 R
00001000001 N 10011110001 ”

Interpretation unsigned
5d *13d =65d > correct

Interpretation unsigned
5d*13d = 241d > wrong

Interpretation signed
5d * - 3d = 65d > wrong

Interpretation signed
5d *—3d =-15d > correct

PC-relative addressing
Executing: Current Instruction X De-
coding: Next X+2, invisible reg Fetch-
ing: X+4 € PC points to this
Alignment Rule: clears last 2 bits, be-
fore offset




Stack operations

Order: It always writes & reads data from lowest addr. to lowest reg

Subroutines

C Functions - Stack Frame

POP POP {registers} .
. registers - - ; Terminology
g [to1afu]1 ofe] zeg 1ist | SubRoutine: Fragment to which control can the
- One or more registers R .
to be restored addr = 'SP transferred. Routine caller=>Subroutine callee
- Low registers Foriit=NoNto Procedure returns no result Function does
> reg list= e 2 JLgEnis == 90w Structure: Label with name, returns with BX LR
one bit per register R[i] = Mem[addr, 4]
- PC (R15) > P-bit SIEE ARM Procedure Call Standard
> Noother high registers | if (2 == '1") [U;Zn] How subroutines can be separately written,
H PC = Mem][a: i oo
Loweshpegisleneloaded separately compiled, and separately assembled
first SP = SP + 4*BitCount(P::reg list) .
= to work together => contract between a calling
00000000 BC80 POP {R7} . .
S e - {R1,R3,R4, RS} routine (caller) and a called routine (callee)
00000004 BC3A POP {Rl rR3_R5} A Layout of data « Size, alignment, layout of fundamental data types
P::reg list = 0x03A ! g
00000006 BDOO POP {pC} —
00000008 BD8O poP {R7,PC} = 0'0011'1010b [ Register Usage ] + What are the registers used for
Memory and Stack « Code, read-only data, read-write data, stack, heap
PUSH {registers}
PUSH T 7 0 Stack « Full-descending, word-aligned,
® registers L
g |1 01 1|0|1 0|M| reg list [ Subroutine Calls * Mechanism using LR and PC
- One or more registers
to be stored addr = SP - 4*BitCount (M::reg_ list) [ Result Return I « Returning arguments through r0 (and r1 — r3)
- Low registers for i = 0 to 7 [ Parameter Passing I « Passing arguments in r0-r3 and on stack
> reg list= if reg list<i> == 'l' then .
one bit per register Mem[addr,4] = R[i] = = ~ :
gument / result / scratch register 1
s IR (R14) -> M-bit addr = addr + 4 r1 a2 Argument / result / scratch register 2
) . . r2 a3 Argument / scratch register 3
- No other high registers | if (M == '1') then 3 a4 Argument/ scratch register 4
- Lowest register stored first MemladdrilEyT.R - Em e ;Zg:zi[;
(lowest adress) SP = SP - 4*BitCount (M::reg list) S VSR pVariabloleglsiond Callee must
= 7 v4 Variable register 4 preserve contents
8 v5 Variable register 5 e of these registers
00000000 B480 PUSH {R7} 9 v6 Variable register 6 (s Than i ni o (Callee saved)
00000002 B43A PUSH {R1,R3,R4,R5} :? g x;’:i';:: zgg:z:g Sy o
ggggggg: 23(3)1; ig:z (i;,R3—R5) M::reg list = 0x03A r12 P I.nlra—Procedure—c‘all scratch register!) ]
{IR) = 0'0011'1010b Scratch: Hold intermediate value during calcula-
00000008 B580 PUSH {R7,1R}

load stack pointer
plus offset into

register

allocate (SUB) /
deallocate (ADD) -
memory on stack

ADD (SP plus immediate) ADD (SP plus register)

ADD <Rd>,SP, #<imm>

15 0
[1o1ofifra]  imms |

imm8:00
SP + <imm>

<imm>
Rd =

ADD <Rdm>, SP,<Rdm>

15 6 3 0
[01000100]pf1101]Rdn|

Rdm = SP + Rdm

ADD SP,SP,#<imm>

15 0
[tozafoooofo] imm7 |

<imm>
SP

imm7:00
SP + <imm>

ADD SP,SP,<Rm>

15 7 2 0
010001001 &m [101]

SP SP + Rm

Stack base: Initial Main Stack Pointer (MSP) value, loaded via HW
before execution starts, located at Vector Table entry 0x00000000,
then reads 0x00000004 => loads into PC. Above garbage or reserved
space => Hard fault=>PUSH the current state onto the stack. If your
SP is already "broken" => Death Loop. Stack-limit < SP < stack-base

tion, usually not named, limited lifetime
Variable: local to a routine, and often named in
the source code, often R8-11

Return: Word or smaller RO, Double-Word
RO/R1,128-bit RO-R3 with LSW stored lower

stack
SP of callee __, ) a g E E g
Iocall variables 2 ;} o % b 5
lexceeding R4 — R7 o « I
]
a
s registers R4 — R7 2 ® oo W<
gisters content of caller c| O ok S &
Pushed by callee: 8 S S R
5 ,, =
= —_ —_ —
SP of caller — rogitor L z I &8 Bt
parameters S :U ° :U :U <
exceeding RO — R3 3 o o
stored by caller 3| * o 3 *= | K
o (=] (=
Caller saved g " » LR
registers 8 g g
Pushed by caller e —_ —
local variables of ® < <
caller H 2 3

stack
= Example
int main(void) a[0]
{ MOV r0,... ;start 3[1]
uint32_t start = 0x1234; BL calc
uint32_t result = 0; |
a[é]
result = calc(start); PUSH {r4-r7,1r} al7]
} ;allocate a[] on stack
SUB sp, sp, #0x20 r4
uint32 t calc(uinw r5
{/ - - MOVS 1r6,#0 ;res
ré
uint32_t a[8]; ;access a[0] =
uint32 t res=0;/) STR rO0, [sp,#0x00] e
a[0] = val; MOV r0,r6 ;res
e / ;stack teardown
BESEED HESE ADD sp,sp,#0x20
! \ POP {r4-r7.pc}
Stack Memory Operation Control flow
LDR (immediate) T2 STR (immediate) T2 ur
LDR <Rt>, [SP, #<imm>] STR <Rt>, [SP, #<imm>] ‘,? ;.?
|115001|1| Rt | imm8 °| |115001|0| Rt | imms E 3
2
<imm> = imm8:00 <imm> = imm8:00 =

Rt = Mem[SP + <imm>]

PUSH {R2,R3,R6}

Mem[SP + <imm>]

= Rt

)

OLLY 95000000
0Z¥¥ ¥5000000
0%00 25000000
G00€ 90000000

9T18% 00000000

00000000 B083 SUB SP,SP,#12 s S
00000002 9200 STR R2, [SP] . g é
00000004 9301 STR R3, [SP, #4] g = n
00000006 9602 STR R6, [SP, #8] : g >
T REEY i ERE
POP {R2,R3,R6} £z ; 2 ; T
W e
00000008 9A00 1DR R2, [SP] {05
0000000A 9BO1 LDR R3, [SP, #41]
0000000C 9B02 LDR R6, [SP, #8] b
0000000E B003 ADD SP,SP,#12 N
P
Nested
int main (void)
{ L -
LR= |:‘Cmalin LR = PCsubrﬁa
. void subr_a(void) |
s { 5 =
Subr () void subr_ b (void)
- subr_b() ; {
o : }
PC=7?? PC=LR




Complexity & Guidelines

Enable working in teams Multiple developers working on
the same source repository

Useful partitioning and Eases reusing of modules

structuring of the programs

Individual verification of each Benefits all users of the module

module

Providing libraries of types and ~ For reuse instead of reinvention
functions

E.g. mix C and assembly
language modules

Mixing of modules that are
programmed in various
languages

Only compile the changed Speeds up compilation time

modules
High Cohesion: Group together what belongs =>
each module single task, lean external interface

Low Coupling: Little dependencies=>split up
<— coupling

-
[
1
1
1
1
1
[

< cohesion

Divide and conquer: Partition functionality into
manageable chunks => Hierarchical design
Information hiding: Split interface from implemen-
tation=>freedom, dont disclose unnecessary details

Modular Programming

Module design and implementation
Module Interface: .h defines what functionality is
available to the client of the code
Module Implementation: .c Implement Interface
Testing & Usage: Modules can be tested individu-
ally IF designed correctly => they should be de-
signed to be reused from the start
Partitioning: Modular Programming(Source code
base is split into multiple files), Each source file de-
fines a module=>gets translated into one object file
C Implications: C declarations and definitions,
Header files to share commonly used declarations
Challenge: Require concept where Types, functions
and variables may be defined in other modules
than where they are used, Consistency of types,
functions and variables is maintained across mod-
ule boundaries Solution Declared-before-used,
One-definition-rule

C: Declaration vs. definition

Declaration: Specifies how a name can be used

uint32 t square(uint32_t v); 1/ square function defined elsewhere
extern uint32_t counter; // counter variable defined elsewhere
struct S; // struct S type defined elsewhere

Definition: Where a function is given with its body, where memory is
allocated for a variable, A struct type with its members

uint32_ t square(uint32_t v) {
uint32_t counter;

} // square function definition
// counter variable definition

struct S { 3 // struct S type definition

Names declared before use: Each name must be declared before it
can be used, a definition is also a declaration=> May leads to repeat-

ing declarations

L/ program A.c I program B.c

// declaration of square
uint32 t square(uint32 t v);

// declaration of square
uint32 t square (uint32 t v);

int main(void) {
// use of square
Y = square(x);

int main(void) {
// use of square
res = square(a) + b;

} }

Linkage

The global name can be externally or internally available for use in any

modules => function or variable => If neither => No Linkage
All global names have external linkage unless defined static

/

uint32_t square(uint32_t v) {

}

// main.c

#include "square.h"
static uint32_t
static uint32_t
int main(void) {

/ square.c

2 5;
return v*v; b=17

7

uint32_t res;
res = square(a) + b;

square = external linkage a = internal linkage
b = internal linkage
main = external linkage
res = no linkage
square = external linkage"

From C declaration/definition to assembly
Names given in C translate into symbols in assembly

C-definitions with external linkage translate into EXPORT symbols
in assembly

C-declarations with external linkage which are used but not

One-definition-rule: A variable or function may be declared multiple
times, but only once in the same scope

Header Files: Use a single header file instead of duplicating declara-
tions =>Maintains consistency over time

// square.c
#include "square.h"

// square.h

#ifndef SQUARE H // incl.-
#define _SQUARE H // guard
// definition of square

// declaration of square uint32 t square (uint32 t v)
uint32 t square (uint32 t v); {

return v*v;

#endif // end of incl.-guard }

Usage through #include preprocessor directive

// program B.c
#include "square.h"
int main(void) {

y = square(x);

// program A.c
#include "square.h"
int main(void) {

res = square(a) + b;

|

defined in the module translate into IMPORT symbols in assembly

f

uint32 t square (uint32_t v) {

}

/ square.c ; square.s

AREA myCode, CODE , READONLY
EXPORT square

square PROC
Mov

—
return v*v;
rl,r0

MULS
BX
ENDP
END

r0,rl,x0
1tz

Linkage control

Internal symbols

- EXPORT declares a symbol for use by other modules
- IMPORT declares a symbol from another module for use
in this module

‘ usable outside of module main‘

; main.s
AREA myCode, CO]
EXPORT main

IMPORT square
PROC from module square

» READONLY

- Neither EXPORT nor IMPORT

- Defined in this module main
Sl LDR r0,a adr
= an only be used within o r0.[20,#0] : a
this module BL square
// main.c oo
#include "square.h" ENDP
static uint32 t a = 5;
static uint32 t b = 7; a_adr DCD a
THE e Y b_adr DCD b

int main(void) {
uint32_t res;
res = square(a) + b;

=

internal symbols | =

AREA myData, DATA
DCD 0x00000005
DCD 0x00000007

}




From assembly symbols to object file symbols
References: Imported symbols from assembly code
translate to global reference symbols in the object file
Global: Exported symbols from assembly code translate
to global symbols in the object file
Local: Internal symbols from assembly code translate

to local symbols in the object file
Exported

- Code symbol square

; Square.s
AREA myCode ,CODE , READONLY
EXPORT square

Linker

Executable File(All Linked)

If the program is loaded before

square PROC
Mov r1,x0
Referenced/Imported e £0.71, 70
- None BX 1r
ENDP
- No external symbol used END
Assemble
Local
- None

- No internal symbol
defined

Global: square (code)

square.o

// main.c
uint32_t square (uint32_t v);
static uint32_t a 83
// square.c static uint32_t b 7:
uint32_t square (uint32_t v) int main(void) {
{ uint32_t res; //stack or reg
return v*v; res = square(a) + b;
} }

Preprocess, compile and assemble l

Ref.: square (code)

Global: square (code)| square.o Global: main (code) main.o
Object Files

main.o (part lll)

* File section #7: relocation table:
- Relocation at code address 0x00000006:
» Modify the BL call to branch to the symbol square
- Relocation at code address 0x00000014:
» Set the absolute 32 bit value of the symbol a
- Relocation at code address 0x00000018:
» Set the absolute 32 bit value of the symbol b

Relocation table section

** Section #7 '.rel.text' (SHT_REL)

# Offset  Relocation Type Wrt Symbol
0 0x00000006 10 R ARM THM CALL 12 square

1 0x00000014 2 R ARM ABS32 7a

2 0x00000018 2 R ARM ABS32 8 b

Affected code section locations
** Section #1 '.text' (SHT_PROGBITS) [SHF_ALLOC + SHF EXECINSTR]

0x00000006:

£IfEfffe BL square ; BL needs adjustment
0x00000014: 00000000 DCD 0 ; address a will be stored here
0x00000018: 00000000 DCD 0 ; address b will be stored here

Linker Tasks
Merge: object files data sections(place all data sec-
tions of the individual object files into one data
section of the executable file), object file code sec-
tions (Place all code sections of the individual ob-
ject files into one code section of the exec file)
Resolve: used external symbols=> Search missing
addresses of used external symbols

# Symbol Name Value Bind Sec Type Vis Size symbols (main.o)
U o 0x00000000 Lc 4 Data De Oxd
8 b 0x00000004 Lc 4 Data De Oxd
11 main 0x00000001 Gb 1 Code Hi 0xl4
12 square 0x00000000 Gb Ref Code Hi
symbols (square.o)
# symbol Name Value Bind Sec Type Vis Size
6 square 0x00000001 Gb 1 Code Hi 0x8
resolved symbols
# Symbol Name Value Bind Sec Type Vis Size

20 a
21 b

186 main

187 square

0x00000000
0x00000004
0x00000001
0x00000000

Data De
Data De
Code Hi
Code Hi

ox4
ox4
ox14
0x8

(main.o)
(main.o)
(main.o)
(square.o)

Relocate addresses: Adjust used addresses since
merging the sections invalidated the original ad-
dresses. The linker places the sections depending
on the target system, the given command line argu-
ments and the scatter file (if given). new value =

global base + merge offset + module relative offset

global base = internal SRAM = 0x20000000
merge offset = 1stin merged data section = 0x00000000
module relative offset = b is the 2" variable aftera = 0x00000004
new value for symbol b = 0x20000004

o o (=]
Js \ lg S |8
o o

e 4
e 4
@ 1
@ 1

000
0000

o
=} © K o
LB .o o,
5
x
o
-
g g g |a
(=] 1 oo N
Q
%,
n o Q
P | 0 .. B 5 0 -
b
relocation resolution

execution (by a loader of the
hosting operating system),
there might still be 1. Unre-
solved symbols for linking with
shared (dynamic linked) librar-
ies 2. A relocation table to
move the program/data to
fixed locations AXF = ARM eXe-
cutable

Code section: Code and con-
stant data of the program

Data section: global vars of the
program

Symbol table: All symbols with
their attributes like global/lo-
cal, etc.

Object Files
Contain all compiled data of module
Code section: Code and constant data of the module,
based at address 0x0
Data section: All global variables of the module,
based at address 0x0
Symbol table: All symbols with their attributes like
global/local, reference, etc.
Relocation table: Which bytes of the data and code
section need to be adjusted (and how) after merging
the sections in the linking process
Executable and Linkable Format: ELF is used by ARM

tool chain, includes all above and additional

File section #1: code section, at base address 0x00000000
File section #5: symbol table: square = global code symbol
No data section (has no global variables)

No relocation section (no referenced symbols in code/data)

File Type: ET REL (Relocatable object) (1)

** Section #1 '.text' (SHT PROGBITS) [SHF_ALLOC + SHE_EXECINSTR]

Tool chain
Tool chain: View (Set of tools
that is required to create from
source code an exec for given
env), Native (Builds for same
architecture as it runs), Cross
compilation (Another architec-
ture, e.g. Keil)
Libraries: Collection of object
files, May speed up linking(pre-
pared sorted symbol table),
may smaller code(only really
needed parts), interchangea-
ble, Static (Executable is com-
pletely linked with a static li-
brary at link time => self-con-
tained), Dynamic/Shared (
Needs other libraries at run
time=>smaller exec, version!!)
Debugging: Single step-
ping(HW or SW supported),
Source level needs mapping
between machine addr and

mem location, code lines/type

square.o
Address: 0x00000000
square 0000 _ | CODE
0x00000000: 4601 .F MoV r1,r0
0x00000002: 4608 .F MOV r0,rl
0x00000004 : 4348 HC MULS r0,rl,r0
0x00000006 : 4770 PG BX ir

** Section #5 '.symtab' (SHT_SYMTAB)

# Symbol Name Value Bind Sec Type Vis Size

6 square 0x00000001  Gb

= main.o (part )
* File section #1: code section, at base address 0x00000
- 0x00000002: LDR r0, =a (address a stored at 0x14)
- 0x0000000a: LDR rl, =b (address b stored at 0x18)
- BL square calls adummy address until linked
* File section #4: data section, at base address 0x00000(

** Section #1 '.text' (SHT PROGBITS) [SHE ALLOC + SHF EXECINSTR]
Address: 0x00000000
main

1 Code Hi 0x8

0x00000000:
0x00000002:
square 0x00000004 :
requires mm—) 0x00000006:
esolution 0x0000000a:

b510
4804

PUSH
DR
6 - LDR
£I££fffe  ....  BL
i IDR

{r4,1r}

0, [pe, #16]
0, [0, #0]
square

1, [pe, #12]

; LDR x0, =a
; r0 = value at a

; BL needs adjustment|
; IDR r1, =b
0x0000000c: i Tl = value at b
0x0000000e :
0x00000010:
0x00000012:

LDR
ADDS
MoVS
poP

1, [r1,#0]
r4,x0,x1
x0,#0

4
Idresses of {r4,pc}
aandb 5 0x00000014 :
require - 0x00000018: 00000000 .
elocation | ** Section #4 '.data' (SHT_PROGBITS)

Address: 0x00000000

0x00000000: 00000005
0x00000004: 00000007

main.o (part Il)
* File section #6: symbols:

- a: local data section symbol, at offset 0x00000000

- b: local data section symbol, at offset 0x00000004

- main: global code section symbol, at offset 0xX00000000
(LSB set: Thumb code)

- square: global code section symbol, referenced
(no definition in main.o)

00000000 DCD 0 ; address a will be stored here
0 ; address b will be stored here

b
[SHF_ALLOC + SHE_WRITE]

; value at a
; value at b

5
7

** Section #6 '.symtab' (SHT_SYMTAB)

# Symbol Name Value Bind vis Size

e
8 b
11 main

0x00000000  Lc
0x00000004  Lc
0x00000001  Gb
0x00000000 Gb Re:

Data De
Data De
Code Hi
Code Hi

0x4
o0x4
o0x14

LY

12 square




Events vs. Polling

Control Flows

External Interrupt Pins

Interrupt Control

sending of data completed, = Chip Vendor (ST) adds GPIO logic . . . .
SRl provide further data * EXTIO through EXTI4 connected to IRQ6 through IRQ10 Exception States: Inactive, pending
status register E % - IRQO - IRQ5 / IRQ11 — IRQ239 used for other sources e.g. SPI, UART, ADC (Waltln to be SerVed b CP U) AC-
XCEDtIOﬂS on Cortex M3&4 * Select chip input for each EXTIx line g y 4
data has been received, System Exceptions: Reset(Restart of Processer), * Selactlevel or edge tive(actively served by CPU), Active
UART and needs to be read . , interrupt requests STM32F4291 d Pendi (F )
status register Non-maskable Interrupt(NMI=> Condition can’tbe | GPI0 (8T) ierE and Fending{From same source
e dotested on o CPU ignored, e.g. hardware error), Faults (undefined in- | {17 1_ :Zﬂ@j}mm:'m e S (. IRQ Inputs and Pending Behavior
rising edge detected on pin, . . H ARM) [~ (ARM) — (ST)
GPIO om0 e structions, unaligned access), System Level Calls(OS) D D N | . e ——— |
status register Exception | Exception Type Priority Description faling edae: am&?mms ] e | holtblv:mr " request \
Nasriber { T I IRQ with memory | Interrupt —
1 Reset —3 (Highest Reset 7 L [ detect T |EXTI4 = IRQ10 | highest N pending
sampling completed, 2 NMI -2 e Nonmaskable interrupt (external NMI input) chip inputs T . e PP— (
ADC value needs to be read 3 Hard Fault -1 All fault conditions, if the corresponding fault 1RO11 - 1RQ230 1An acti\?e
1 handler is not enabled e
status register 4 Fault Memory fault; MPU violation or access % ¢ state _inactive [Tpendingl| active [ inactive
: == co illegal locations Masking of Interrupts = r—
Reading of status registers in loop main() 5 Bus Fault Programmable | Bus error; occurs when AHB interface receives an . g K K D ) ; ISRin
Synchronous with main program errorresponse from a bus save alo caled e | PRIMIASK: Priority Mask Register, it uses a single bit progress
Advantages it data access) H e — o Hi i i
- Simple and straightforward peripheral 0 6 Usage Fault Programmable | Exceptions due to program error or trying to access to control all maskable Interrupts' Default state is = ng_h Iev.el on IRQn sets pending bit (IPn)
.. - . coprocessor (the Cortex-M3 does not support a . .
- Implicit synchronization wzmmw)‘ PP 0=>all gIobaIIy enabled=>Master switch Active Bit (IAn)
- Deterministic 710 Reserved NA ki Il - Set as soon as exception is being serviced
- No additional interrupt logic required e 1 svGall Programmable | System Service call Mas ing: Te mg CPU to |gn0re Interrupts - Resets pending bit
Disadvantages perlpheral 1 12 Debug Monitor Programmable Zc:::‘?;:ﬂdg:rr(ezr::;z;ﬂ"U‘Wﬂr(hvm'"ﬁv or UG SERG = SETEN b :::h‘:z(’j — “IRQn s set by hardware and usualy resel by software
- Busy wait > wastes CPU time 73 r— R . : OxE000E100 310 SETENAD < Same logic exists for each
- Reduced throughput I 14 PendSV Programimable | Pendable request for systm device IE3{= ‘RQa) SETENAT R interruptn =0 ... 239
- Long reaction times 15 SYSTICK Programmable | System Tick Timer NVvIC_| JSEW SEJEI“% IE 239...224 s E ’[‘gﬁﬂ
e cmany L0 dovessr L = Nested Vectored Interrupt Controller (NVIC) Disable IRQ3 IRQn—{IPn_}— E E
NVIC_ICERO = CLRENAO =
Interrupt-System ] o nomen T g | T B
= IE3 (= \RQB)-disab\e
SVC etc. — CLRENA7 LDR RO, =CLRENAO
Nested Vectored Interrupt Controller (NVIC): 240 . NVICICERT ZCLRENAT [ 0. 224 S EE
a— ) . I
. . . . | 1 Bit for each IRQ IRan—[iBa]}
sources can trigger exception @ high level signal on IRao e s E
gg ) p g g [PLo__} '"ﬁz{:m cPU * Registers are written as 32-bit words n .
IRQx, Forwards respective exception number to CPU | q; | [y nnest * Only bits with value “1” have an effect, “0” is ignored N e =
NMI — . PL_} * Separate registers to read and write e
0 SVC e:ﬁi‘gl:gn address - g oy ';xj | T,
—_ [Ra0 —| : : ta e
- e o eMe o vector ISR | 1Ra23%0 — . 1A239 1+ i o = &
"l ealieet Raose_ pr—— D PL239 | R EAG | GLRPENDO HHi*lnlﬂl“lﬂlﬂ\“l EREENNNREEEEREREEEEAEN -0 el
N— Current Pt g e B e ; .
Vector Table: array of 32-bit addresses. These addr- g‘;i’;:lnpg‘ "gg’;g( T PL’::/’;‘IY "l".:i:‘:"em A eNas | cinrosn [ofefafelslol ETTT- | [EEERE HH'H | |“|’5|"|“‘”‘ Rass +8] F'L2-39 _@h:
esses are the starting points (vectors) for exception e i eeee I Hoage it T Py et
. . nterru , it nwmmpHBABH o .. e B Pending  Enable PRIMASK  Level  Active
handlers and Interrupt Service Routines (ISRs) somersereut seceer “ITLLTTTTL T TTTTT EECIORETTITITIE e

Storing the Context: Interrupt event can take place
at any time => requires saving of all registers and
FLAGS=>ISR Call does this for xPSR, PC, LR, R12, R3-
0. On return Load EXC_RETURN into PC(BX LR),
which pops above from stack (or manually pop to
PCif LR has been pushed)

Instruction x - 1
Event myISR
Instruction x . .

x+1 ‘ + finish execution of current instruction

+ push xPSR,PC,LR R12,R0-R3 to stack
+_load address of myIsR intoPCand
set LR to OXFFFFFFF9 Instruction myISR

Instruction myISR + 1

Instruction myISR + N
Retun
restore R0-R3,R12,LR,PC,xPSR from stack | Instruction BX LR

Sudden change of program flow due to an event =>
no busy wait & short reaction times but no sync be-
tween main program and IRS and difficult debug

Program Status Registers (PSRs)

APSR Application Program Status Register

IPSR Interrupt Program Status Register

EPSR Execution Program Status Register

31 30 29 28 27 26:25 24 23:16 15:10 9 8:0

apsr[N[z]cJv]Q]
IPSR | Exception number
EPSR T 7] [icuT]
xPsR[N[z[c]v[alcnt[T] [icuT] | Exception number |

xPSR Combination of all three PSRs

Nested Exceptions
Priority Levels define whether A can preempt(inter-
rupt) B. Priority saved as 4bit(lower=>more)

E o assuniny
xample Priorities IRQ0 PLO=0x2 medium priority
* ISR1 does not preempt ISRO IRQ1 PL1=0x3 lowest priority
* ISR2 preempts ISRO IRQ2 PL2=0x1 highest priority

IRQO _,\—\
IPO pending _’T\
IRQO active N |
IRQ1 N
WPtpendng [
IRQ1 active C[—\—
IRQ2 4’\—|
IP2 pending [~
IRQ2 active C[—\
main() | ISRO ISR2. [ ISRO | ISR1 main() |

Pending registers can be set, but ac-

tive are read-only Z
Trigger IRQ3 by Software IO
SETPENDO EQU OxE000E200 » =z
L I
= 23 =
LDR RO,=SETPENDO B E "o b}
MOVS R1,#0x08 ~ Bo &2 2
STR R1,[R0] I 8ﬂ Y ©
= I
T 97T °2 2
; D Em a9 s
Delete Pending IRQ3 & Nz na ®
<, 00 of
CLRPENDO EQU OxEO0OE280 oo a8 /

LDR RO,=CLRPENDO
MOVS R1,#0x08
STR R1, [RO]

Test if IRQ3 is active

Buipuad jos

ACTIVEO EQU OxE000E300 =
3
= @
ILDR RO, =ACTIVEOQ 2 -
MOVS R1, #0x08 s o
IDR R2, [RO] h
TST R1, R2 o
BEQ




Special Interrupt Conditions Data Consistency Disable all Interrupts
IRQ request stays active Data structure must not be changed during output Field It
* Interrupt becomes pending again =>Disable Interrupts during output=>Multitasking
IRQ request stays active problem Assembler - Ausschalten Cpsid i
Ba0 —I\, typedef struct { void IRQ1_Handler (void)
IPO pending [~ =1 it e SR Assembler - Einschalten cpsie 1
IRQO active C C } time_t; ift Li’:“;iiﬁ;;“’i 3'59) {
exception exit il \ISR reentered HEES S G0 0 @y O D ;"me'mi"“te”*’ C - Ausschalten __disable_irq();
i.e. return from ISR int main(void) 3
. . . ;
Common Configuration on Microcontrollers while (1) { C - Einschalten enable irq();
disable i 0: - -
* |IRQ Set by Hardware — Cleared by Software ;it:_byi;t;gnk_m_7_o,
time.seconds) ;
request cleared by software write byte (ADDR_LED_15_8,
- (artof ISR) time.minutes) ;
IRQO N __enable_irq() ;
}
IPOpending [ » | )
IRQO active C
] P S
ASCII TABLE
- peripheral
I a0 ] Decimal Hex Char Decimal Hex Char |Decimal Hex Char |Decimal Hex Char
S _— 0 0 [NULL] 32 20  [SPACE] |64 40 @ 96 60 :
1 1 [START OF HEADING) 33 21 ! 65 41 A 97 61 a
&> 2 2 [START OF TEXT] 34 22 . 66 42 B 98 62 b
R 3 3 [END OF TEXT) 35 23 # 67 43 C 99 63 ¢
o by ol i 4 4 [END OF TRANSMISSION] | 36 24§ 68 44 D 100 64 d
. . 5 5 [ENQUIRY] 37 25 % 69 45 E 101 65 e
Multiple IRQ request pulses before entering ISR 6 6 [ACKNOWLEDGE] 38 26 & 70 46 F 102 66 f
; ; 7 7 [BELL] 39 27 ‘ 71 47 G 103 67
* Treated as single interrupt v e 9
9 P 8 8 [BACKSPACE] 40 28 72 48 H 104 68 h
* Events are lost 9 9 [HORIZONTAL TAB] a 29 ) 73 49 1 105 69 i
! 10 A [LINE FEED] 42 2A ¢+ 74 Y | 106 6A
P 1 B [VERTICAL TAB] 43 2B+ 75 48 K 107 68 k
mao ] L1 12 C [FORM FEED) 44 2C w 76 ac L 108 6C |1
— _,"—‘— 13 D [CARRIAGE RETURN) 45 20 - 77 D M 109 6D m
peneing " 14 E [SHIFT 0UT] 46 2EN 78 4E N 110 6E n
IR0 active w 15 F [SHIFT IN] 47 2F / 79 4F o 111 6F o
ISR entry 16 10 [DATA LINK ESCAPE] 48 30 0 80 50 P 112 70 p
. [DEVICE CONTROL 1] 4 31 1 7
CMSIS: Cortex Microcontroller Software Interface i; i; giwgi nggz £ 53 5 g; 2; g 13 7; s
Standard, Vendor-independent hardware abstrac- 19 13 [DEVICE CONTROL 3] 51 33 3 83 53 s 115 73 s
. . 20 14 [DEVICE CONTROL 4] 52 34 4 84 54 B 116 74 t
tion layer for Cortex-M, defines tools for C 21 15  [NEGATIVE ACKNOWLEDGE] | 53 35 5 85 55 u 117 75 u
= NVIC Control 22 16 [SYNCHRONOUS IDLE] 54 36 6 86 56 Y 118 76 v
23 17  [END OF TRANS. BLOCK] 55 37 7 87 57 w 119 77 w
void NVIC_EnableIRQ(IRQn_t IRQn) Enable IRQn 24 18 {CANCEU 56 38 8 88 58 X 120 78 X
void NVIC_DisableIRQ(IRQn t IRQn) Disable IRQn 25 19 [END OF MEDIUM] 57 39 9 89 59 Y 121 79 y
uint32_t NVIC_GetPendingIRQ (IRQn_t IRQn) Return true (IRQ-Number)if IRQn is pending 26 1A [SUBSTITUTE] 58 3A : 90 5A 4 122 7A z
void NVIC_ SetPendingIRQ (IRQn_t IRQn) thIRI%répendlrég t 27 1B [ESCAPE] 59 3B ; 91 5B [ 123 7B {
wintsn ¢ NI GerActive (tfan + inany  Rotumei'fl acive bitof IRGnis set 0 oterwise | 28 1C  [FILE SEPARATOR] 60 3¢ < 92 5C  \ 124 7c |
void NVIC SetPriority (IRQn t IRQn, uint32 t priority) SelprmmyforlRQn 29 ID [GROUPSEPARATOR) N 61 BD = 93 SD ] 125 7D }
uint32_t NVIC GetPriority (IRQn t IRQn)  Read priority of IRQn 30 1E [RECORD SEPARATOR] 62 3E > 94 SE = 126 7E ~
31 1F  [UNIT SEPARATOR] 63 3F ? 95 5F _ 127 7F [DEL]
void NVIC SystemReset (void) Reset the system




Wishlist

Optimizing for: Drawbacks on:

Higher speed Power, cost, chip area

/'

_—» Lower cost Speed, reliability
Computer

system Speed, cost

— Zero power consumption

\\: Super reliable

Temperature range

Chip area, cost, speed

Power, cost, lifetime

External factors:

/

.

Computer system
performance

/

CPU improvements:
« Clock Speed
« Cache Memory

« Better Compilers

« Better Algorithms

System level factors:
+ Special Purpose Units
e.g. Crypto, Video, Al
* Multiple Processors
« Multiple Cores / Threads - Bus Architecture
* Pipelined Execution e.g. von Neumann / Harward
* Branch Prediction + Faster components (e.g. SSDs,
+ Out of Order Execution 1000Base-T, etc.)

« Instruction Set Architecture

System Performance

Bus Architecture
von Neumann Architecture
* Same memory holds program and data

* Single bus system between CPU and memory
Systembus

] ()

Harvard Architecture
* “Mark I” at Harvard University (Howard Aiken, 1939-44)
* Separate memories for program and data
* Two sets of address/data buses between CPU and memory

Program Bus Data Bus
I—l lr——r 2l
processor] [ wemory | [N

Instruction Set Architecture
RISC: Few instructions, unique instruction format,
Fast decoding, simple addressing, less hardware al-
lows higher clock rates, more chip space for regis-
ters (up to 256!), Load-store architecture reduces
memory accesses, CPU works at full-speed on regis-
ters, fixed length instructions
CISC: One of the operands of an instruction may di-
rectly be a memory location, less program memory
needed with complex instructions=>faster memory
Modern x86 CPUs convert instruction
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Branch Forwarding & Speculation: speculation to guess the
path and minimize the penalty if it must flush the pipeline and
start over. If the Execute stage calculates a value that the next
instruction in the Decode stage needs immediately, "forward-
ing" allows the data to be passed directly backward without
waiting for it to be written to memory and read back out.

Timings: Fetch (3ns), decode (4ns), execute (5ns)
Sequential execution
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Pipelined execution
" 15 ns
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Longest stage (ex) defines pipeline cycle: 5 ns

Instructions per second: W/O pipeline 1/Instruction delay,
with pipeline 1/Max stage delay, Cortex 1/12 or 1/5
Advantages: All stages are set to the same execution time,
massive performance gain, Simpler hardware at each stage al-
lows for a higher clock rate Disadvantages A blocking stage
blocks whole pipeline, Multiple stages may need to have ac-
cess to the memory at the same time Stall happens if instruc-
tion takes longer like LDR or branch jump decision Branch pre-
diction=> Store last taken branch Instruction prefetch: Fetch
several at once but maybe out of order execution=> If one like
LDR stalls it might already go to next one=> Complex Optimiza-
tions=> severe security problems=>Meltdown/Spectre At-
tack=> allow a process to access the data of another process.

Parallel Computing

Streaming/Vector Processing

» One instruction processes multiple data items
simultaneously

Multithreading

* Multiple programs/threads share a single CPU

Multicore Processors

» One processor contains multiple CPU cores

* A computer system contains multiple processors

Data streams

Single Multiple
Instruction Single SISD: Single processor with SIMD: Data Vectors, all data
streams one instruction, data stream streams react to one instruction
Multiple | (no examples) MIMD: Multiprocessor with
SIMD-instructions

= Multithreading
* Scheduler: Assigns time slots to programs/threads
° Programs/threads only seem to run in parallel (1 CPU)

Program1 - Program3

Thread3.1

Scheduler assigns
time slots
(software or hardware)

Parallelism on CPU / processor level:
* Multicore processor
- All on one chip

- Less traffic (cores
integrated on one chip)

- Possibility to share memories on-chip
- Cheaper
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* Multiprocessor
- Multiple Chips
- Longer distances between CPUs
- More expensive
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Mov Store
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RSBS <Rd>,<Rn>,#0 $BCS <Rdn>, <Rm> . . Gr Signed greater than
Arithmetic - signed: greater and less LE | Signed less than or cqual
0100001001 fn [#a| 3000013 c[ % [adn) e Con J Branch AL |Always. Donotuse in 8(cond)
a0 e Rdn = Rdn - Ra - NOT(C) Y
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MULS <Rdm>,<Rn>,<Rdm> PL Plus/positive or zero PC = PC ¢ immll:0 il %C = Ra
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> GT Signed greater than % = ¢ clam> PC = PC + imm8:0
CMP <Rn>,<Rm> ™ CMP <Rn>,<Rm> T2 CMP <Rn>, #<imm8> LE Signed less than or equal
i1 L] 3 L] -
ﬁxuoqxouluh.l [o10001jo 1} *= [®a ] poior[ra [ imms | Logical Stack Operations

Rn - Rm 9 N,2,C,V Rn - Rm 9 N,Z,C,V Rn - <imm8> < N,Z,C,V

CMN <Rn>,<Rm>

ANDS <Rdn>,<Rdn>, <Rm>

#:oooiﬁooq Ra Ilh

BICS <Rdn>, <Rdn>,<Rm>

gl'ooal 1 lOI Ra I&I

EORS <Rdn>, <Rdn>,<Rm>

guoo'oFooq Ra IMI

Rdn = Rdn & 'Rm

[p10000f101 1] ”n [ #a |

Rn + Rm 9 N,2,C,V

Rdn = Rdn & Rm

MVNS <Rd>,<Rm> ORRS <Rdn>,<Rdn>,<Rm>

Rdn = Rdn § Rm

TST <Rn>,<Rm>

ADD <Rd>,SP,#<imm>

ADD SP,SP, #<imm>

01140000, imm?

SUB SP,SP, #<imm>

l!! 0000/ Smm?

<imm> = imm8:00
Rd = SP + <imm>

<imm> = imm7:00
SP = SP + <imm>

<imm> = imm?7:00

SP = SP - <imm>

2 ° ) ) LDR <Rt>, [SP, #<imm>) STR <Rt>, [SP, #<imm>)
D R 0160001 1 0o = [Ran] 0000000 mara ]
Load Rd = 'Rm Rdn = Rdn # Rm Rn & Rm > N,Z Eoogllltl imm8 I 10010 Re imng
LDR <Rt>, [<Rn>,<Rm>) LDR <Rt>, [<Ra>, #<imm>) LDR <Rt>, [PC, #<imm>) s o T 00 <Lam> = imm8:00
% 2 % 2 2 = =
mnumm (03303 imms [wn [3e ] [ I | Shift/Rotate Rt = Mem[SP + <imm>) Mem[SP + <imm>] = Rt

Rt = Mem(@ (Rn+Rm) ]
LDRB <Rt>, [<Rn>,<Rm>)
Rt = Byte(@(Rn+Rm))
LDRH <Rt>, [<Rn>,<Rm>]
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Rt = Hw(@(Rn+Rm) )

LORSE <Rt>, [<Ra>,<Ra>)

010301 1] Rn [n [ e ]

Rt = sign_extend (Byte (@ (Rn+Rm)))

<imm> = imm5:00
Rt = Mem[@(Rn + <imm>))

LORD <Rt>, [<Ra>, #<imm>]

P23} [i] 1maS o e |

<imm> = imm$
Rt = Byte(# (Rn4<imm>) )

LORR <Rt>, [<Ra>, #<imm>)

<imm> = imm$:0
Rt = Hw(@ (Rasimms) )
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LORSH <Rt>, [<Rn>,<Rm>)
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<imm> = imm8:00
Rt = Mem([@ (PC + <imm>))

Rt = sign_extend (KWord(# (Rn+Rm) )

ASRS <Rdn>,<Rdn>,<Rm> |

ASRS <Rd>,<Rm>, §<imm5>

LSLS <Rdn>,<Rdn>, <Rm>
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Rdn = shift Rdn right
by Rm<7:0> bits,
€311 with nss?

LSLS <Rd>,<Rm>, #<immS>

Rd = shift Rm right
by <immS> bits
£411 with MSD

LSRS <Rdn>,<Rdn>,<Rm>

Rdn = shift Rdn left
”m<?:0> bits,
£111 with zeros’

LSRS <Rd>,<Ra>, f<immS>

Extend

SXTB <Rd>,<Rm>

011001001 ks | Rd

SXTH <Rd>,<Rm>

011P010pP 0| ka | Rd

RA([31:0) :=8ignExt (Rm([7:0])

RA(31:0) :=8ignExt (Rm[15:0))
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Rd = shift Ra left
by <immS> bits
2411 with zeros
RORS <Rdn>,<Rdn>,<Rm>

Rdn = cyclic rotate right

Rdn = shift Rdn right
by Rm<7:0> bits,
£i11 with zeros”

®d = shift Rm right
by <imaS> bits
£ill with zeros

UXTB <Rd>,<Rm>

0110010011 ks | Rd

UXTH <Rd>,<Rm>
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RA(31:0) :=ZexoExt(Rm(7:0))

RA([31:0) :=ZeroExt (Rm(15:0))



